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PRIVACY POLICY

SCOPE

Innovior recognise the importance of protecting the privacy and the rights of individuals in relation to
their personal information. This information includes existing and prospective customers of our clients
and potential and existing employees and contractors that Innovior collects personal information from
or is provided with such information from our clients. This policy identifies how Innovior collects and
manages personal information. Innovior is committed to handling personal information in an open
and transparent manner consistent with the objectives of the Australian Privacy Principles.

Innovior respects and are bound to all rights to privacy under the Australian Privacy Act 1988 (Cth),
the Australian Privacy Principles, the Data Protection Act 2018 (DPA), the EU and United Kingdom
General Data Protection Regulation (GDPR), New Zealand Privacy Act 2020 and the South Africa
Protection of Personal Information Act 2013 as applicable (the Act). Innovior complies with all of the
statutory requirements in respect of the collection, use, management, disclosure, quality, security,
access to and correction of personal information. This policy explains how and why Innovior collect,
use, hold and disclose your personal information. We may refer to these applicable acts and
regulations as “Data Protection Legislation” in this privacy policy.

WHAT IS PERSONAL INFORMATION?

When used in this policy, the term ‘personal information” means any information or opinion about
an identifiable individual or an individual who is reasonably identifiable from the information or
opinion. Information or an opinion may be personal information regardless of whether it is true. This
may include an individual’s name, address, telephone number, email address, credit card details,
account number, and profession or occupation. If the information Innovior collects personally
identifies you, or you are reasonably identifiable from it, the information will be considered personal
information. This policy explains how Innovior processes ‘personal data’ in the European Union (EU)
as required under the GDPR.

WHAT TYPES OF PERSONAL INFORMATION DO INNOVIOR COLLECT AND HOLD?

Innovior may collect the following types of personal information:

name;

signature;

mailing or street address;

email address and telephone and fax number;

age or birth date;

system access passwords;

profession, occupation or job title;

where you are our employee, your personnel records including your employment
agreement, pay records, leave records, tax status, criminal record checks, superannuation
records, educational qualifications, training records, and performance and disciplinary
records;

Innovior Pty Ltd - March 23



1)
TN

e where you are our customer, details of the products and services you have purchased from
us or our customers (on whose behalf we may provide products or services) or which you
have enquired about, together with any additional information necessary to deliver those
products and services and to respond to your enquiries;

e Where you are a customer of our client and we are verifying your identity, your name,
residential address and date of birth;

e credit card details;

e details of your creditworthiness and credit history;

e any additional information relating to you that you provide to us directly through our
websites or indirectly through use of our websites or online presence, through our
representatives or otherwise; and

e information you provide to us through our service centre, customer surveys or visits by our
representatives from time to time.

Innovior may collect the following information deemed to be sensitive:

e Health information relating to an individual;
e Racial or ethnic origin; and
o Criminal record checks.

Articles on our website may include embedded content (e.g. videos, images, articles etc). Embedded
content from other websites behave in the exact same way as if the visitor has visited the other
website. These websites may collect data about you, use cookies, embedded additional third party
tracking and monitor your interaction with that embedded content, including tracking your
interaction with the embedded content if you have an account and are logged in to that website.

The way Innovior hold information will depend on why such information is being collected and for
which client. Much of the personal information we collect and hold is done so by us when we are
acting as the ‘agent’ or service provider of our customer. For example, we provide consulting or
digital customer experience solutions and optimisation services on behalf of many companies
globally, from retailers to banks and other institutions. Innovior have set out in the Annexure to this
policy some more detail around the information we may collect and hold in respect of each of our
key businesses. Please read this carefully.

We may also collect some information that is not personal information because it does not identify
you or anyone else. For example, we may collect anonymous data or aggregated information about
how users use our websites. Innovior do not re-identify this information to turn it into personal
information.

We may, in further dealings with you, extend this personal information to include your address,
purchases, services used, and subscriptions, records of conversations and agreements and
payment transactions etc.

e Where we are acting as a Data Controller, we will process your personal information based
on your consent and our legitimate interest.

e Where we are acting as a Data Processor, acting on behalf of companies that employ our
services, the legal basis for processing your data is based on the performance of a contract.
Therefore, we will not store, process or transfer your data unless we have an appropriate
lawful reason to do so. Please contact the company about further information about how
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they process your personal information.

HOW DO INNOVIOR COLLECT AND HOLD YOUR PERSONAL INFORMATION?

Personal information is only collected by lawful and fair means in accordance with the Act. We
collect personal information directly from an individual unless it is unreasonable or impracticable to
do so. When collecting personal information from an individual, we may collect in the following
ways:

e through your access and use of our website;

e through your use of telephone and mobile communication (including but not limited to fixed
line IVR services);

e through your use of electronic devices including tablets, supplied by us to you, or otherwise
connecting to our systems in order to facilitate and enable you to perform your duties or to
provide services to us;

e during conversations between you and our representatives;

e during correspondence between you and our representatives, including electronic
correspondence;

e when you engage with us via social media; or

e when you complete an application, contract or purchase order.

Some of the personal information Innovior holds or deals with is not actually collected by Innovior.
Because Innovior is a leading provider of business process outsourcing, much of the data and
personnel information it deals with is provided to it by its clients, and has not actually been directly
collected by Innovior from the individual concerned.

In respect of personal information which is provided to us by our clients, we do seek client
assurances that all such personal information has been collected lawfully and in compliance with
privacy laws and regulations we are subject to and that all required consents have been obtained
for, and disclosure statements made in respect of, the intended use of that personal information.
Innovior however will not be responsible for, and accepts no liability in respect of, any failure by a
client to do so.

We may also collect personal information from third parties who are not our clients including, for
example, from third party companies such as credit reporting bodies, law enforcement agencies and
other government entities.

If you apply for a job or contract with us, we will collect personal information about you from your
referees. With your consent we may also use a third party service to ensure your employment,
educational and identity records are valid. We may also check some details about our suppliers from
publicly available sources, such as the Australian Business Register and ASIC databases.

We collect limited information about users of our websites, for diagnostic and analytic purposes.
We use cookies and gather IP addresses to do so, but we do not trace these back to individual users.

If you leave a comment on our site you may opt in to saving your name, email address and website

in cookies. These are for your convenience so that you do not have to fill in your details again when
you leave another comment. These cookies will last for one year.
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If you visit our login page, we will set a temporary cookie to determine if your browser accepts
cookies. This cookie contains no personal data and is discarded when you close your browser.

When you log in, we will also set up several cookies to save your login information and your screen
display choices. Login cookies last for two days, and screen option cookies last for a year. If you
select “Remember Me” your login will persist for two weeks. If you log out of your account, the
login cookies will be removed.

If you edit or publish an article, an additional cookie will be saved in your browser. This cookie
includes no personal data and simply indicates the post ID of the article you just edited. It expires
after 1 day.

PROVIDING PERSONAL INFORMATION THROUGH INNOVIOR WEBSITES

Where an individual is required to provide personal information directly via a Innovior website you
acknowledge and accept that:

a. Innovior may transfer your personal information to its related organisations overseas that
includes the Philippines, New Zealand, South Africa and the United States of America.

b. Innovior website also provides links to third party websites. Where you provide your
personal information directly to these third party organisations the use of your personal
information by them is not within Innovior’s control and therefore we cannot accept
responsibility regarding the use of your personal information by these organisations. Itis
recommended that you review the privacy policies of these organisations prior to providing
your personal information.

If you upload images to the Innovior website, you should avoid uploading images with embedded
location data (EXIF GPS) included. Visitors to the website can download and extract any location
data from images on the website.

WHAT HAPPENS IF INNOVIOR ARE UNABLE TO COLLECT PERSONAL INFORMATION?

If you do not provide us with the personal information described above, some or all of the following
may happen:

® we may not be able to provide the requested products or services to you, either to the same
standard or at all, or we may not be able to supply services to our clients which will enable
our clients to do the same; or

® we may not be able to provide you with information about products and services that you
may want, including information about discounts, sales or special promotions, or we may
not be able to supply services to our clients which will enable our clients to do the same; or

® we may be unable to tailor the content of our websites to your preferences, or we may not
be able to supply services to our clients which will enable our clients to do the same; or

e if you are aclient of ours, we may not be able to provide you with the products and services
you require; or

e if you are a prospective employee, we may not be able to hire you; or

e if you are our employee, it may be a breach of your employment conditions to not provide
us with the information; or
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e if you are a contractor to us, you may not be able to provide your services to us.

FOR WHAT PURPOSES DO INNOVIOR COLLECT, HOLD, USE AND DISCLOSE PERSONAL
INFORMATION?

We collect, hold and use your personal information so that we can:

e provide you with products and services, and manage our relationship with you;

e contact you, for example, to respond to your queries or complaints, or if we need to tell you
something important;

e comply with our legal obligations and assist government and law enforcement agencies or
regulators;

e identify and tell you about other products or services that we think may be of interest to
you; or

e when visitors leave comments on our website www.innovior.com we collect the data shown
in the comments form and also the visitor’s IP address and browser user agent string to help
spam detection.

e Approval of your comment, your profile picture is visible to the public in the context of your
comment.

If you do not provide us with your personal information, we may not be able to provide you with our
services, communicate with you or respond to your enquiries.

Innovior collects personal information so we can perform our business activities and functions and
enables us to provide the best possible quality of customer service, products and services to our
clients.

Innovior primarily collects personal information from its clients and their customers when a product
or service is used or requested (in the form of an email, telephone conversation, call recording, in
writing, chatlog, or in person).

Details on how this personal information is managed will be in accordance with the client privacy
management requirements that will be in addition to this policy.

A client’s privacy policies should also be referenced separately regarding personal information
management for these client services and should in most circumstances be available publicly on a
client’s website, or from their privacy officer directly.

Innovior may collect personal information directly for its own business purposes i.e. if you are
providing goods or services directly to Innovior or, if you apply for employment. Note, if all necessary
personal information is not provided, Innovior may be unable to process a request or provide the
services you require.

We collect, hold, use and disclose your personal information for the following purposes, in each
case, either on our own behalf or when acting on behalf of a client:

e to provide products and services to you and our clients and to send communications
requested by you and/ or our clients;
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e to answer enquiries and provide information or advice about existing and new products or
services;

e to conduct business processing functions including providing personal information to our
related bodies corporate, clients, contractors, field officers, service providers or other third
parties;

® to assess the provision of, and provide credit, to you;
e to undertake debt collection services on behalf of our clients;

e for the administrative, marketing (including direct marketing), planning, product or service
development, quality control and research purposes of PROBE Group, its related bodies
corporate, clients, contractors or service providers;

e to provide your updated personal information to our related bodies corporate, clients,
contractors or service providers;

e to update our records and keep your contact details up to date;
® to process and respond to any complaint made by you;

e to comply with any law, rule, regulation, lawful and binding determination, decision or
direction of a regulator, or in cooperation with any governmental authority of any country
(or political subdivision of a country);

® to process queries on our website and facilitate website access; or

e for other purposes with your consent, unless you withdraw your consent.

The ‘lawful processing’ grounds on which we will use personal information about you under Article
6.1 of the GDPR, where the GDPR applies to you, is where:

® You have given consent to the processing of your personal data for the specific purpose of
acquiring goods and services (including to our client);
® Processing is necessary for the performance of a contract to which you are a party or in
order to action a request you have made prior to entering into a contract (this includes a
contract with a Innovior client); or
® Processing is necessary for compliance with a legal obligation to which either Innovior or our
client are subject to.
® Processing is in the Innovior’s legitimate interest, where such interest are not
overridden by your interests or fundamental rights and freedoms.
Where you are our employee, we may collect, hold, use and disclose your personal information for
all purposes connected with our employment relationship. This includes hiring you, training you,
administering your personnel records (including pay and leave records), and managing your
performance.

We may also use your personal information for other purposes related to those described above,
and/or for a purpose for which you would reasonably expect it to be used, as permitted by the
applicable Data Protection Legislation.

Except as provided below, your personal information will not be shared, sold, rented or disclosed

other than as described in this Privacy Policy. We do not disclose personal information we obtain
when acting on behalf of one client, to any other client, unless directed by the client.
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Innovior sometimes handles personal information relying on exemptions under the applicable Data
Protection Legislation. Under the Australian Privacy Act 1988 (Cth), these include exemptions in
relation to

(i) employee records;
(i) related bodies corporate;
(iii) provision of services to State or Territory authorities; and

(iv) overseas operations relating to personal information of non-Australians. Any permitted
handling of personal information under such exemptions will take priority over this Privacy
Policy to the extent of any inconsistency.

TO WHOM MAY WE DISCLOSE YOUR INFORMATION?

We may disclose your personal information to:

e our employees, related bodies corporate, clients, contractors or service providers for the
purposes of operation of our websites or our businesses, fulfilling requests by you, and to
otherwise providing products and services to you and our clients including, without
limitation, IT systems administrators, couriers, payment processors, data entry service
providers, electronic network administrators and professional advisors such as accountants,
solicitors, business advisors and consultants;

e suppliers, clients and other third parties with whom we have commercial relationships, for
business, marketing, credit reporting and related purposes;

® any organisation for any authorised purpose with your express consent; and

e forindividuals leaving comments on our website an anonymised string created from your
email address (also called a hash) may be provided to the Gravatar service or similar spam
detection service provider to see if you are using it. The Gravatar service privacy policy is
available here: https://automattic.com/privacy/

We may combine or share any information that we collect from you with information collected by
any of our related bodies corporate. Our clients may do likewise.

For prospective Innovior employees, personal information collected may be transferred to our related
organisation in the Philippines for the purposes of processing the application and stored on servers
located in Australia and the Philippines. Prospective employees agree by submitting an application
that their personal information may be transferred and stored offshore for processing.

DIRECT MARKETING MATERIALS

We may send you direct marketing communications and information about our products and
services that we, or our clients, consider may be of interest to you. These communications may be
sent in various forms, including email, in accordance with applicable marketing laws, such as the
Australian Spam Act 2003 (Cth), the Privacy Electronic Communications (EC Directive) Regulations
2003 and the Unsolicited Electronic Messages Act 2007 (NZ).

Innovior Pty Ltd - March 23


https://automattic.com/privacy/

1)
TN

At any time you may opt-out of receiving marketing communications from us by contacting us (see
the details below) or by using opt-out facilities provided in the marketing communications and we
will then ensure that your name is removed from our mailing list (or where are using a mailing list

provided by our client, we will pass your request on to our client).

We do not provide your personal information to other organisations for the purposes of direct
marketing (see also our use of cookies). However, where we are engaged by our clients to act on
their behalf in collecting personal information then we will pass that personal information on to our
client.

HOW CAN YOU ACCESS AND REQUEST CORRECTION OF YOUR PERSONAL INFORMATION?

You may request access to any personal information we hold about you at any time by contacting us
(see the details below). Where we hold information that you are entitled to access, we will try to
provide you with suitable means of accessing it (for example, by mailing or emailing it to you). We
may charge you a fee to cover our administrative and other reasonable costs in making the
information available to you and, if so, the fees will be $30 per hour of time spent. We will not
charge for simply making the request and will not charge for making any corrections to your
personal information.

Where you are an EU or UK resident, we will not typically charge you for exercising your data subject
rights. However, we many charge a reasonable fee for the administrative costs of complying with a
request if it is manifestly unfounded or excessive.

There may be instances where we cannot grant you access to the personal information we hold. For
example, we may need to refuse access if granting access would unreasonably interfere with the
privacy of others or would result in a breach of confidentiality. If that happens, we will give you
written reasons for any refusal.

If you believe that personal information we hold about you is incorrect, incomplete or inaccurate,
then you may request us to correct it. We will consider if the information requires correction. If we
do not agree that there are grounds for correction then as required by the applicable Act we will,
where requested by you, take reasonable steps to attach to or associate with the information a
statement of the correction sought but not made, or a statement that the information is inaccurate,
out-of-date, incomplete, irrelevant or misleading.

RIGHTS UNDER GDPR
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Under the GDPR, as a data subject you have the right to:
® access your data;
have your data deleted or corrected where it is inaccurate;
object to your data being processed and to restrict processing;
withdraw consent to having your data processed;
have your data provided in a standard format so that it can be transferred elsewhere; and
not be subject to a decision based solely on automated processing.

We have processes in place to deal with Data Subject Rights requests. Our actions and
responsibilities will depend on whether we are the controller or processer of the personal data at
issue. Depending on our role as either a controller or processor, the process for enabling Data
Subject Rights may differ, and are always subject to applicable law. Please refer to the Contact
Details section of this policy if you would like to make a Data Subject Rights request OR have a
specific need for assistance with a Data Subject Rights request.

HOW TO COMPLAIN ABOUT A BREACH OF PRIVACY?

If you believe that your privacy has been breached, please contact us using the contact information
below and provide details of the incident so that we can investigate it.

Our procedure for investigating and dealing with privacy breaches is to ascertain all relevant facts
and correspond with those involved (including where relevant our clients), reach a view as to the
existence, scope and cause of the issue, and where relevant and appropriate, implement corrective
or rectification measures.

We will consider your complaint and determine whether it requires further investigation. We will
notify you of the outcome of this investigation and any subsequent internal investigation.

A request for access to the personal information held by Innovior concerning an individual can be
made by that individual to Innovior's Privacy Officer on the numbers or address mentioned below or,
in cases where Innovior is acting on behalf of a client, to Innovior’s client. A fee may apply, the
amount of which will be advised at the time of application.

If you remain unsatisfied with the way in which we have handled a privacy issue, you may approach
an independent advisor or contact the Office of the Australian Information Commissioner (OAIC) at
www.oaic.gov.au for guidance on alternative courses of action which may be available. If you are in
the European Union, you can choose to instead lodge a complaint with your local Data Protection
Authority (DPA). The list of DPAs is at http://ec.europa.eu/justice/article-29/structure/data-
protection-authorities/index_en.htm. If you are a UK resident, you may lodge a compliant with the
Information Commissioner’s Office (the ICO).

DOES INNOVIOR DISCLOSE YOUR PERSONAL INFORMATION TO ANYONE OVERSEAS?

We may disclose personal information to our related bodies corporate and third party suppliers and
service providers located overseas for some of the purposes listed above. Some of our employees
are located overseas.

Except where specific individual consent has been obtained, we take reasonable steps to ensure that
the overseas recipients of your personal information do not breach the privacy obligations relating
to your personal information.
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We may disclose your personal information to entities located overseas, including the following:

e our related bodies corporate located in Australia, New Zealand, Philippines and the United
States of America;

e our data hosting and other IT service providers, located in Australia, New Zealand and
Philippines and the United States of America;

e our clients and their related entities located in foreign countries, to the extent that we are
acting on their behalf or at their direction in using, storing, or collecting your personal
information. Applicable foreign countries include Australia, New Zealand, Philippines and the
United States of America.

SECURITY

Innovior takes reasonable precautions to protect personal information held from misuse, loss, theft,
as well as against unauthorised access, modification or disclosure, alteration and destruction. In
addition to electronic data protection through password access, data back-up and firewalls) these
measures include:

administrative processes;

technical safeguards;

physical infrastructure and site security;

requiring all employees to comply with internal information security policies and keep
information secure; and

e requiring all employees to complete training about privacy and information security.

Innovior has comprehensive security policies and procedures in place to ensure the protection of
personal information held by both Innovior and our clients.

As part of Innovior’s commitment to continuous process improvement process regular audits will be
undertaken to ensure that these security practices are adhered to and remain current.

We may hold your information in either electronic or hard copy form. We store most information
about you in computer systems and databases operated by either us or our external service
providers. Some information about you is recorded in paper files that we store securely.

Personal information is destroyed or de-identified when no longer required for any of the purposes
for which it may be lawfully used or disclosed.

As our website is linked to the internet, and the internet is inherently insecure, we cannot provide
any assurance regarding the security of transmission of information you communicate to us online.
We also cannot guarantee that the information you supply will not be intercepted while being
transmitted over the internet. Accordingly, any personal information or other information which you
transmit to us online is transmitted at your own risk.
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HOW LONG WE KEEP YOUR PERSONAL INFORMATION FOR

We retain a record of your personal information in order to provide you with a high quality and
consistent service. We will always retain your personal information in accordance with the Data
Protection Legislation and never retain your information for longer than is necessary.

If you leave a comment on our Innovior website, the comment and its metadata are retained
indefinitely. This is so we can recognise and approve any follow up comments automatically instead
of holding them in a moderation queue.

LINKS

Our website may contain links to other websites operated by third parties. We make no
representations or warranties in relation to the privacy practices of any third party website and we
are not responsible for the privacy policies or the content of any third party website. Third party
websites are responsible for informing you about their own privacy practices.

CREDIT REPORTING PRIVACY POLICY - AUSTRALIA ONLY

This Credit Reporting Privacy Policy describes our practices in connection with information we collect
and hold about individuals when providing commercial credit, in particular:

e information we collect and hold about individuals who are directors of a company, when
providing commercial credit to that company;

e information we collect and hold about individuals who provide a personal guarantee to us in
relation to commercial credit we provide to a company; and

e information we collect and hold about individuals who are obtaining that credit for their
own business purposes as sole traders or partners in a partnership.

In this Credit Reporting Privacy Policy, "credit-related personal information" means one or more of

"credit information", "credit eligibility information", "credit reporting information" or "regulated
information", as those terms are defined in the Australian Privacy Act 1988 (Cth).

When you apply for or obtain or guarantee credit from us, the credit-related personal information
that we collect from you includes information that identifies you, such as your name, postal address,
email address and date of birth and your driver’s license number.

We may exchange credit-related personal information about you with credit reporting bodies (CRBs)
for the purposes of assessing commercial credit applications from you or companies of which you
are a director, and also to assess whether to accept a guarantee from you.

We may use the information we collect from and about you for account management and
administrative purposes directly related to the provision or management of the commercial credit
we provide to you or to companies of which you are a director.

We may also report defaults in payment terms or guarantee commitments in relation to commercial
credit to CRBs. We may also disclose your credit-related personal information to any guarantor of

your obligations to us.

We may also use the information we collect from and about you to:
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e collect overdue payments;

® assign debts; and

e create assessments and ratings of your creditworthiness.

We may disclose your credit-related personal information to our related bodies corporate and third
party suppliers and service providers located outside Australia, for the purposes set out in this Credit
Reporting Privacy Policy.

Further details about such overseas disclosures are set out in the section “Do we disclose your
personal information to anyone overseas?” of this Privacy Policy.

For information about the following topics in relation to our handling of credit-related personal
information please refer to the applicable section of our Privacy Policy (of which this Credit
Reporting Privacy Policy comprises a part):

® Access and Correction - see section "How can you access and request correction of your
personal information?";

e Complaints - see section "What is the process for complaining about a breach of privacy?";

e Disclosure outside Australia - see section "Do we disclose your personal information to
anyone overseas"; and

® Security - see section "Security".
CONTACTING US
If you have any questions about this privacy policy, any concerns or a complaint regarding the
treatment of your privacy or a possible breach of your privacy, please use the contact link on our
website or contact the applicable Privacy Officer using the details set out below.
We will treat your requests or complaints confidentially. Our representative will contact you within a
reasonable time after receipt of your complaint to discuss your concerns and outline options
regarding how they may be resolved. We will aim to ensure that your complaint is resolved in a
timely and appropriate manner.
Please contact our Australia-based Privacy Officer at:
Att: Privacy Officer
Innovior
privacy@probegroup.com.au

Changes to our privacy policy

We may change this privacy policy from time to time. Any updated versions of this privacy policy will
be posted on our website.

This privacy policy was last updated on 17 March 2023.
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